Emerging Risks
EEATE R G2 R R

CcCHUBBE

% ’h:‘l [F] adam.hsu@chubb.com
iHREAS BRGSO

Sep. 3rd, 2021



# p B] Adam Hsu

= JLER
c BlBpEE
» Head of Property & Casualty;
* Head of MAD (Major Accounts Division)
s FPXEAPERLGG LD 5L o F Chubb Taiwan

e Email: adam.hsu@chubb.com: Tel: 02-87581890

- SR
e MU SHFRGEILE RG AL
« W g H S FEMBA
* FFH T B R 5T Managing Director, 5% % 5 & 4 Aon Risk Solutions
* Head of Strategic Account Management Division
» Head of Specialty
» Chief Broking Officer
o 20& + XAl L XMW 2 IRIA Tk
2 v B, B FLH L Qe AL

cCcCHUBB


mailto:adam.hsu@chubb.com

o
She
_“\
B
=
=
%
—
A
by
S
=
pa P

1L I Globalization) vs £ 5 1§ (1 (Deglobalization)?

PANDEMIC

(S

Emerging Tech

Cyber Technology

cCcCHUBB



5

CcCHUBBE



CHUBB ¢ /#

S&P AA

AM Best

o

FRE

SREEET

71N Els

13 E E R

s ST
EIKARTS

cCcCHUBB



-\37';“'

@5

c R A EEEBERS P
G BF LR PTRERL S R

1A 2 § =% (P&C)

» F\ e ek (5 ~
5Eﬁ:ﬁﬁ#%

Rk 'a g 2 %KK%‘*'EHﬂmnﬁ'—ﬁ«‘ﬁ B,
KR RAE o JTe4 R 2 MR G fOR A -

CEPTY LA EE AP R RE- 1R ETEUCFE B A SOR -
HE SR 173

o BB + General Liability .S o Bl
£§i1¥ . ERENBERERR kit e

- #T EFIRIABOP) - SRR . . 1R/

o EBIE AL - EEER . MRS . HQE%E—M?F%

o HEEE o KPE—ARE/BE . HEHE - BRI \

- BRETR . REE R . - FRAEM

- EETR/ET - BER - BB il
o JBSERN B Pes * /:Til'&ﬁ% o L RbEE * *L\_H_ faE =

o AP [E P . %ﬁ\EnEEEBE& . BYIINI/H 8 o ﬂ\%/\_
EENEEE TR - BUARDR/1E Rk o DIRS QUL - I5H A%
.Hbﬁ&%j} - EmEER/AEE . [REEERRE . @ﬁﬁ%%\ N
c BRTALASETR - BIER . BRIl 'EWE&@EEE
o IR E PR - HIESH TR . SEEREFRERT . *:H%

. EQ'T%EQB% ° w%?fi . Eﬁ*ﬂ% . ?@i!ﬂ
SEEEER - FIAREE o BHE

. B/ EE . fRa&IRER

- EFERIR - THAR

o SRS EMR - BTEE

 FINEIER
cCcCHUBB

- THRBFRNEHR



2 k(b (Globalization) vs £ 4Ek{E(Deglobalization)?

cCcCHUBB 7



Subscribe | Signin A4

INSURER

Global risk capital intelligence

A | News - Analysis Comment Viewpoint w ESG Program Manager Company Pages Subscribe

News

Cargo market faces $300mn loss for
tornado hit Dell storage facility

19 March 2020

Cargo underwriters are on the hook for upto $300mn for losses stemming from a
Dell storage facility which was damaged in Nashville, Tennessee when a tornado
tore through the city earlier this month, The Insurer understands.
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Risk Resilience
Report

Keys to Building a More
Resilient Business: Anticipation,
Forecasting, and Agility
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What are emerging risks?

01| There is broad agreement on the importance of various
emerging risks.
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EflACE © Marsh Risk Resilience Report ( May, 2021)
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Business Interruption
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COVID-19

COVID-19 insurer & reinsurer loss reports

COVID-19 loss reports and reserves reported by insurance or
reinsurance companies

This table documents publicly reported COVID-19 pandemic-related losses, IBNR reserves and
estimates from insurance and reinsurance companies

The data was originally collected by Zurich-based financial services advisory PeriStrat LLC, operated by
Hans-Joachim Guenther, and has now been augmented and updated where we can by Reinsurance
News.

As insurance and reinsurance companies report new totals for their estimates of actual losses caused
by the COVID-19 coronavirus pandemic, and their loss reserve setting, we will update this list and the
running total.

As of June 2021, the running total is: US $37.381 billion

Read all of our reinsurance news coverage related to the COVID-19 coronavirus pandemic here.

Search:

cCcCHUBB

Company

Lloyd's

Swiss Re

Munich Re

AXA

Hannover Re
Allianz

Berkshire Hathaway
Chubb

AlG

Insurance Australia Group
(IAG)

SCOR

Zurich (P&C only)

COVID-19 loss & reserves estimate

(Sm)
4955.5
4,493
4,469
1,830
1,631.3
1,576
1,401
1,378
1133

884

883.1

821

Last updated
DD/MM/YYYY

31/03/2021
30/04/2021
06/05/2021
04/05/2021
05/05/2021
12/05/2021
01/05/2021
27/04/2021
06/05/2021

20/11/2020

28/04/2021

12/05/2021
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Combined Ratios
Major Global Insurers
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COVID-19

As of June 2021, estimated Covid Insurance Loss is USD 37.381B

Asia learnt a lot from SARS

Coverage for HID was intended for loss arising at the premises

Treaty Reinsurers have responded excluding HID protection

Chubb’s approach;

— Communicable Disease Endorsement or;

— Ex. LMA5393 or 5394

Moving forward, HID will continue to be excluded

cCcCHUBB
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5. PANDEMIC

As COVID-19 vaccination efforts are underway, organizations are looking

to understand and apply lessons learned regarding how to manage future
pandemics. Among the six risks we looked at, pandemic has the highest
percentage of respondents conducting scenario-based modeling — 46% of
companies overall. Organizations should challenge what they have learned from
the pandemic to avoid embracing the wrong conclusions.

07| Impact on Core Business Areas:
Pandemic

Clients/customers is the area most often seen as being highly impacted by
pandemic risk.*

Human Capital

61%

Clients/Customers

68%

Market/5tock Price
40%

Physical Assets
27%

Reputation

13%

Supply Chain
52%

*Percentages denofe core business areas maost likely “impacted” and/or “highly impacted” by emerging
risk.

OBSERVATIONS
FROM SURVEY
RESPONSES

Clients/customers is the core area most
commonly cited by survey respondents as
being highly impacted by pandemic risk
[see Figure 7).

While 46% of respondents say they have a
maodel-based approach to pandemic risk,
only 28% believe they are highly prepared.

0%

About 60% of respondents say a pandemic
either impacts or highly impacts human
capital and supply chain.

Organizations that are more siloed in their
approach to risk may face risk mitigation
and recovery issues.
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Cybersecurity

CNA Financial Paid $40 Million in
Ransom After March Cyberattack

EXBRFEABCNAPRIIEINESRHGEIER 7 R, 875,000
AZZE

CYBERSECURITY NEWS - 5MIN READ

Ransomware Attack Rep'or_t_ed at
Insurance Giant AXAC One Week After It

Changes CybefInsdrance Pohmes in Tokio Marine Insurance Singapore Hit by
France Ransomware Attack

9 SCOTT IKEDA - MAY 25, 2021

000

European insurance giant AXA made news earlier in the month for opting to drop ransomware

August 19, 2021

payment coverage from new cyber insurance policies in France. A retaliatory attack may have
been directed against the company this week. AXA’s operations in Asia were hit by a

ransomware attack, disrupting business and compromising customer records in four countries.
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Does cyber insurance increase the
risk of a ransomware attack?

Ransomware groups are reported to be targeting companies with
cybersecurity insurance. Should ransomware insurance be banned?

By Claudia Glover 01 Jun 2021 (Last Updated 3 Jun 2021)
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Global Incident Growth Compared to 2012* - Manufacturing

Global Incident Growth Compared to 2012*
Global, Manufacturing, All Revenue Sizes

Manufacturing
3500%
3000% . Overall
e
2500% . Manufacturing
The manufacturing sector,
2000% which includes automotive,
electronics, and
_ pharmaceutical companies,
1500%
has always been a vulnerable
industry when it comes to
1000% cyber crime and security
breaches. This is because
_ intellectual property is
500% incredibly valuable, and often
4‘.5/._\k manufacturing firms rely on
0% - - highly specific software
2012 2013 2014 2015 2016 2017 2018 2019 2020 paCkageS that are dlfflCUlt to
patch against recent exploits,
making them highly

vulnerable to attack.
* Please note - this data is indexed against the base line year of 2012
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1. CYBER/TECHNOLOGY

Cyber threats are pervasive and accelerating, costing global businesses

billions every year and creating exposures across almost every aspect of an
organization’s value chain. For example, the average business interruption
outage from a ransomware attack now exceeds 20 days, with demands for more
than %1 million common. Despite the resources organizations are committing to
cyber risk, gaps remain in understanding preparedness. Technical measures and
controls, while necessary, are not sufficient to manage the risk.

03| Impact on Core Business Areas:
Cyber/Technology

Clients/customers and reputation are viewed most often as being impacted
by cyber/technology risk.*

Human Capital

48%

Clients/Customers

Market/5tock Price
Physical Assets
Reputation

Supply Chain
58%

*Percentoges denote core business areas most likely “impocted” and/or *highly Impocted” by emerging
risk.

OBSERVATIONS
FROM SURVEY
RESPONSES

Clients/customers and reputation are the
core areas most commonly cited by survey
respondents as being highly impacted by
cyberftechnology risk (see Figure 3).

6%

of respondents say their organizations
can withstand the financial impact of a
significant cyber-attack. However, less
than one-third of that group forecast and
model cyber risks, inviting the question:
How are organizations sizing the financial
risks from cyber-attacks?

Only 18% of companies say they are highly
prepared for cyber risk, despite 45%
having rated it as the most important risk.

0%

Those that measure risk in financial terms
are over 20% more likely to have a highly
integrated risk team driving resiliency
plans and strategies.
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POCKET MONEY
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OBSERVATIONS
FROM SURVEY
RESPONSES

Clients/customers is the core area mast
commaonly cited by survey respondents
as being highly impacted by emerging
technologies risk (see Figure 4).

Mare than B0% of organizations surveyed
indicate they are prepared or highly
prepared for risks from emerging
technologies. Yet more than 30% say
they are challenged to identify, respond
to, and implement changes based on
emerging technolagies.

1%

Despite the pervasiveness of technology
change and adaptation, 81% of
respondents only partially measure, or do
not measure, the potential financial risk.

N

~
o

The responsibility for managing the
risk of new technologies is often
distributed across multiple functions
in the organization.

2. EMERGING TECHNOLOGIES

Emerging technologies — including artificial intelligence, machine learning,
and Internet of Things (IoT) — reflect the accelerating digitization affecting all
businesses. While most organizations believe they are effectively identifying
these risks, nearly as many are measuring the potential impacts of these risks
only somewhat or not at all. While most organizations struggle to identify and
map emerging technology risk, these technologies will cause immense shifts in
the cyber-attack surface, organizational liability, and supply chain risk.

04| Impact on Core Business Areas:
Emerging Technologies

Clients/customers is the area most often seen as being highly impacted by
emerging technologies risk.*

Human Capital
56%

Clients/Customers

65%

Market/Stock Price

&
£

Physical Assets
50%

Reputation
52%

Supply Chain
56%

*Percentages denote core business areas mast likely “impocted” anddor “highly impocted” by emerging
risk.
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Silent Cover or Exclusion?
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Crime

Insurable Risks of Global Supply Chain

O Insurance

5 flows in our business

‘ External/Environment
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Business
Activities

NAZg

Insurance

Cargo
Insurance

Credit
Insurance

Storage

CGL

PD/BI
Insurance

Cyber
Insurance

Product
Liability
Insurance

Recall/E&O
Insurance

Trade War

Regulation
Change
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